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A network segment 201 Including a 
funotion 200a, a menu function 20ob, a flats oonmunication path 
fixing function 200c, a packet collection funotion 2004, an 



o part of internet 

300 to cause a user of an Information a 
100 suah as a portable terminal 101 o 
access information resources suob as 
r 301 in the Internet 300, i 

2 via the 
t 201, collection 
of IP datagram is performed by the packet collection function 
200d at the Ethernet packet level. In the data communication 
path fixing funotion 200o, communication reoorda including 
ORLs at HTTP level constructed on a TCP/IP protocol are 
collected, respective collection results are collated, the 
amount of data per UHL (usage purpose) in each information 
communication terminal 100 ia counted, and billing by usage 
purposa is performed. 
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SPECIPXCATION 
DATA ACCOUNTING METHOD AND DATA ACCOUNTING SYSTEM 



technique, particularly to a technique effeotlve to apply to a 



For example . in a data communication on an information 
15 network suoh as the Internet, data is transmitted/received 
between computers in a data format colled a packet. The form 
of usage charge of the network used here is roughly classified 
into a passed-paoket-quantity-based accounting type .whose 
accounting target is the quantity of packets (amount of data) 
20 and a connecting-tlme-based accounting type whoso accounting 
target is usage time. In either accounting syBtem, the 
communication charge Is not classified by usage purpose of 
contents, e-raall and VoIP (Voice Over IP) utilized from a 
portable terminal suoh as a computer, portable phone, PIS 
25 (Personal Handyphone System) , and PDA (Personal Digital 
Assistant) (hereinafter, oolleatively called as portable 



phone or PHS carrier acquires a communication log having the 
total quantity of packets passing through an in-house network 



thereon, ana further suns the monthly-charge-fixed information 
S providing charge, which la treated as a total usage charge. 
In this case, it is Impossible to specify a usage purpose both 
in a circuit switching system and in a packet c 
system. Thus, a system capable of classifying the 
communication charge by a usage purpose utilised from i 
10 computer or portable terminal is not realized in the 



Along with the spread of computers or portable 
15 terminals, data oonromloation systems have been adopted in 
companies, but in many cases, classification billing of the 
communication charge by a usage purpose utilised from a 
personal computer or portable terminal is desired as one of 
adoption conditions. 
20 in other words, in a company and the like, when a 

portable terminal is used for business, a case where a user 
has and uses one portable terminal both for public and for 
private is more convenient than a case where the ubot has and 
uses a plurality of portable terminals separately for public 
25 and for private from viewpoint of handling of the portable 

terminal by the user, management by the company, and the like. 
In this case, there is of course generated at the company Bide 
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a demand for clearly classifying the communication charges between those 
generated by use for accomplishing the business and those generated by private use 
so as to only pay the communication charge matched with the business purpose 
(hereinafter, which is denoted as public/private classification), but a problem lies in 
that it is impossible to conduct such a classification billing of the data 
communication charge in the conventional technique. 

Further, from viewpoint of the mobile phone or PHS carrier which 
provides data communication services, a technical problem also lies in that, in a 
conventional comprehensive accounting, it is impossible to provide various 
services such as service improvement by various unit charge settings according to 
usage purposes, data types, and the like. 




It would also be desirable fo; 
accounting technique capable of realizing various and accurate accountings 
according to usage purposes in the data communication utilizing the information 
network by the information communication terminal. 

It would also be desirable for the present invention to provide a data 
accounting technique capable of realizing both improvement of convenience of the 
user and the enterprise by use of the information communication terminal both for 
public and for private, and appropriateness of charge contributions by clarifying the 
public/private classification of the usage charge of the information communication 
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It would be further desirable for the present invention to provide a data 
accounting technique capable or realizing provision of various services by various 
unit charge settings and the like according to usage purpose or data type. 

It would be still further desirable for the present invention to provide a 
data accounting technique capable of grasping information on usage state by usage 
purpose by the user of the information communication terminal and realizing 
accurate marketing in the data cc 



In one aspect the present invention provides a data accounting method for 
performing accounting according to the amount of data on an information network 
which a user transmits/receives using an information communication terminal, 
wherein the amount of data is classified and counted by a usage purpose of the data 
so that accounting is performed by the usage purpose. 



In a second aspect the present invention provides a data accounting system 
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a network segment connected to the Information network; 

data communication path control means for fixing a 
transmitting/receiving path of the data about the specific 
5 user bo as to be routed through the network segment i 

first data collection means for collecting first 
Information including the amount of data about the data 
passing through the network segment; 

second data collection means for collecting second 
10 information which can specify a usage purpose by the 
Individual user of the data passing through the network 
segment; and 

accounting information generating means for generating 
accounting information about the data by the usage purpose on 

is the basis of the first and second information. 

More specifically, by way of example, the network 
segment is prepared in the information network, ana various 
functions are provided in the network aogmant . Ifoe functions 
provided in the network segment include a function of 

20 collecting packets passing through the network segment 
(hereinafter, denoted as packet colleotion function), an 
authentication function of specifying the user from the 
portable terminal or computer (hereinafter, denoted as 
authentication funotion) , a menu function of navigating the 

25 user of the portable terminal or computer after authentication 
a function of causing all the data ooraranioations after 
authentication to be forcibly routed through the network 



segment and specifying tha usage purpose (hereinafter, denoted 
as data communication path fixing function) , and a funotlon of 
generating accounting information (hereinafter, denoted as 
accounting information generating function). 

As a usage procedure, the usage purpose of the 
authentication function of tne network segment is notified to 



portable t< 

through the network segment according to the present invention, 
in other words, it is notified that the user who desires a 
Bervioe of publlo/private classification of the a 
charge of the data o 



promote the user to use the same, hut is not an essential 
function for the present invention. 
Next, according to the data a 



performed by the user is certainly routed through the network 
segment. This data communication path fixing function records 
the usage purpose used by the user (hereinafter, denoted as 
communication record) . All the data passing through the 
25 network segment Is always recorded by the packet collection 
b packet record). The 



atlon record and 
the packet record by the accounting Information generating 
function. 

According to such a data accounting technique of tie 
. it is p 



oharga added with the information Charge per service of the 
usage purpose. Further, .It is possible to freely set an 



and the information charge. 

Further, the information acquired by the p, 



e provided by an information 



to a specific user is enabled from the side of the ii 
provider, in addition, it Is possible to provide information 
20 about usage state effective fi 



it Is possible to provide the degree of freedom of 
accounting with respect to the provider of network or 
25 application. For example, it is possible to provide variou 



the information charge according to the number of times 01 



utilization. Changing of the menu at the usage purpose, and 
the like. 



BRIEF DESCRIPTION OP THE DRAWINGS 

5 no. 1 is a conceptual diagram showing one example of 

the entire configuration of a aata accounting system tor 
performing data accounting method according to one embodiment 
of the present Invention! 

FIG. 2 is a conceptual diagram shoving one example of a 
10 configuration of the data accounting system for performing 
data accounting method according to one embodiment of the 
present Invention; 

FIG. 3 is a conceptual diagram showing one example of 
operations of the data accounting method and data accounting 
15 system according to one embodiment of the present Invention; 

FIS. 4 is a conceptual diagram shoving one example of 
the operations of the data accounting method and data 
accounting system according to one embodiment of the present 
invention; 

20 FIG, 5 is a conceptual diagram showing one example of 

the operations of the data accounting method and data 
accounting 6y6tem according to one embodiment of the present 
invention; 

FIG. 6 is a flow chart showing one example of the 
25 operations of the data accounting method and data accounting 
system aooordlng to one embodiment of the present invention; 
FIG. 7 is a flow ohart showing one example of the 



-10- 



operations of the data accounting method and data accounting 
system according to one embodiment of the present invention j 

FIG. 8 is an explanatory diagram showing one example of 
a menu screen used in the data accounting method and data 
5 accounting system acoording to one embodiment of the present 
invention: 

Fid. 9 is a block diagram showing one example of the 
operations of the data accounting method and data accounting 
system acoording to one embodiment of the present invention! 
10 PIG. 10 is a block diagram showing one example or the 

operations of the data accounting method and data accounting 
system according to one embodiment of the present embodiment; 

FIG. 11 is a block diagram showing one example of the 
configuration of the data accounting method and data 
15 accounting system according to another embodiment of the 

FIG. 12 is a flow chart showing one example of the 
operations of the data accounting method and data accounting 
system according to another embodiment of the present 
20 invention. 



Hereinafter, embodiments according to the present 
invention will be described in detail with reference to the 
25 drawings. 

FIG. 1 is a conceptual diagram showing one example of 
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the entire configuration of a data accounting system for 
performing data accounting method according to one embodiment 
of the present invention, and FIG, 2 is a conceptual diagram 
showing one example of a configuration of the data accounting 



FIGS, 3, 4, and 5 are conceptual diagrams showing one 
example of operations of the data accounting method and data 
accounting system according to the present embodiment, FIGb. 6 

10 and 7 are flow charts showing one example of the operations of 
the data accounting method and data accounting system 
according to the present embodiment, FIQ. 8 is an explanatory 
diagram showing one example of a menu screen used in the data 
accounting method and data accounting system according to the 

15 present embodiment, and FIG. 9 is a block diagram showing one 
example of the operations of the data accounting method and 
data accounting system according to the present embodiment. 

In the present embodiment, description will be made by 
way of example of a data accounting processing in the aase of 

20 accessing an information resource on WWW (World Wide Web) 

(hereinafter, abbreviated as Web) constructed in HTTP (Hyper 
Text Transfer Protocol) on the Internet using the TCP/IP 
communication protocol from on information communication 
terminal as one example of information network. 

25 In other words , URL (Uniform Besourca Locator) is usBd 
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example of the case of identifying a usaga purpose of each 
user By the URL. 

1-1. Design and Installation of network 
In the present embodiment, provided iB a network 
5 segment whloh a user certainly utilizes for enabling an 

accounting processing as described later. This is realized as 
a network segment connectable or communicable with the 
Internet and various network providers. Further, data outside 
the target of the data accounting according to the present 

10 embodiment is designed not to pass through the present network. 
The above condition Ib satisfied by providing only hardware 
realizing each funatlon of the present embodiment and the 
minimum network appliances in the network segment. 

Specifically, as shown in FIG. 1, there is configured 

15 • so that a network segment 201 configuring a data accounting 
system 200 for performing data accounting method according to 
the present embodiment is connected to an Internet 300 to 
which a user accesses via an information oormranleation 
terminal 100 such as a portable terminal 101 or a personal 

20 computer 102 (hereinafter, simply denoted as computer 102) , 
and an access is made to information resources such as an 
internal content server 202 in the network segment 201, an 
external content server 301 in the Internet 300, a content 
server 401 Iji an Intranet 400. and the like via this network 

25 segment 201. 

The data accounting system 200 according to the present 
embodiment comprises an authentication function 200a, a menu 



-13- 



function 200b. a data communication path fixing function 200o, 
a packet collection function 200d, an accounting information 
generating function 200e, and the like. 

1-2. Installation of hardware of each function 
The respective functions such as the authentication 



h fixing function 200a, the packet collsotion function 200d, 



e present embodiment are configured by the computer system 
d computer software as well as by the network applianoe, but 



FIG. 2 shows a more detailed confi 
15 the network segment 201 configuring the i 
200 according to the present embodijiient . 

In the network segment 201, the computer (not Bhown) 
realizing the respective functions such as the authentication 

20 function 200b is connected to an Ethernet hub 208 to configure 
UN (Local Area Network), and this UN is connected to the 
Internet 300 and the Intranet 400 via a router 207 and a 
router 209. 

A user management database 203 is connected to the 
25 authentication function 200a and the menu function 200b. The 
user management database 203 is configured with Information 
such as user Information 203a, a user code 203b, a password 
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203o, a login ID 2033. a terminal 10 203a, a telephone number 
203f , a oompany name 203g, menu Information 203h, ana the like. 

A communication record database 204 is oonnected to the 
data communication path fixing function 200o, and 
5 communication records collected in the data communication path 
fixing function 200o are stored therein. In other words, the 
rd database 204 is a 



IP address 204b, i 
10 terminal ID 204d, a URL 204e, a public/private classification 
flag 204f , and the like. 

The packet collection function 200d is configured with 



destination IP address 206a, < 
206b, a transmission destination TCP port number 206c, a 
transmission source TCP port number 206d, a sequence number 
206e, an identification number 206f , an offsBt flag 206g, date 
and time 206h, a data sisa 206i, and the like stored therein. 
1-3, Packet collection 



ets (IP packets in the 
25 Ethernet frame) ie reoorded, The important items are the 
s 206a, the transmission 
s ,206b, the transmission destination TCP port 
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number 206c, the transmission source TCP port number 206a. the 
sequence number 206e. the identification number 206f . the 
offset flag 206g, the date and time 206h, the data size 2061, 
and the like, which are the information included in the 
s standardized IP packets in the Ethernet frame. The packet 
records having all the Information included in the paoxet 
recorded therein are generated and stored in the packet 
collection database 206. 

The transmission source IP address 206b, the 

10 transmission source TCP port number 206d, the transmission 
destination IP address 206a, and the transmission destination 
TCP port number 206o among the stored information are used to 
be collated with the communication records stored in the 
communication record database 204 generated in the data 

15 communication path fixing function 200c so as to specify the 
user. The sequence number 20 6e, the identification number 
206f , the offset flag 206g, the date and time 206h, and the 
data size 2061 are used for specifying the packet generated 
when one usage purpose (URL) is utilized ana for calculating a 

20 total data size thereof. 

1-4. Authentication 

Itae user of the information commmicatlon terminal 100 
such as the portable terminal 101 or the computer 102 is 
specified by the authentication function 200a. In principle, 
25 the login ID 203d and the password 203c are previously issued 
and notified to the user. Further, the URL of the 
authentication function 200a is notified to the user, me 
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user certainly performs authentication through the login ID 
and the password by the authentication function 203a when 
connecting to the network segment 201. The Information on the 
login ID 203d and the password 203c is held in the user 
Further, when it U 



information coranunieatlon terminal 100 such as the portable 
terminal 101 or the computer 102, the terminal ID 203e is 
utilized for authenticating at the same time. In that oase, 
10 the information on the terminal ID 203© is also held in the 
user management database 203. 

Success/fall of the authentication is notified to the 
menu function 200b. When the authentication succeeds, a 
control proceeds to the menu function 200b. When the 
15 authentication fails, the user is promoted to perform 

authentication again within the limited number of times, and 
the utilization of the user Is stopped when the limited numbs; 
of times of fail is e: 




1 by the accounting 
information generating function 200e as necessary. 

Actually, the input columns of the login ID and the 
password axe displayed on the Information communication 
terminal 100 such as the portable terminal. 101 or the oomputex 
102 to cause the user to input the login ID and the password. 
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menu function 200b. When the authentication fails, the faot 
anfl the reason therefor, and the Input columns of the login ID 
ana the password are displayed again. Whan the authentication 
fails more than the limited number Of times, the login ID is 
5 locked (disabled) and the authentication Itself of the user is 
disabled. 

1-5. Navigation of user by menu 
When the authenticating succeeds, the menu 500 (for 
example, FIG. 8) according to the user is displayed in order 

10 to restrict the operation of the information communication 

terminal 100 such as the computer 102 or the portable terminal 
101 so as to have an available usage purpose limited. Which 
menu is displayed according to the individual usbt is 
previously registered in the menu Uifonnation 203h of the user 

15 management database 203. When the authenticating fails, 

communication is established with the authentication function 
200a to confirm that the number of tines of fails is within 
the limited number of times and to cause the user to. retry 
authentication. When the limited number of times is exceeded, 

20 the fact is notified to the user to stop the utilization. 

In other words, the user information is acquired from 
the authentication funotlon 200a. and the menu 500 suitable 
for the organization to which the user belongs is displayed on 
the Information communication terminal 100 suoh as the 

25 portable terminal 101 or the computer 102. When the user 

operates according' to this menu 500, the menu information 203h 
stored in the user management database 203 is referred, and it 



Is determined whether the UHL designated by the selected menu 
Item Is physically inside or outside the network segment 201, 

Even when the Information resource speoif led by the 
designated URL is outside the network segment 201, the data 
communication is certa inl y routed through the network segment 
201 by the data communication path fixing funotlon 2000. 
Further, the menu items by which the user 
designate the DSL are also prepared, and the data 



10 through the network segment 201 even when the user designates 
the URL from the menu items, 

Similarly, with the menu selection by the user, the 
menu item is classified Into for business or for others by the 
public/private olasslfioation information previously set in 
IS the menu information 203h, which is reoorded. 

1-6. Control of user's data oonctualcation path 
The data otmiranioation path fixing function 200a 1b 
used to fix the date communication path in order that all the 



inside the network segment 201 as the access to 
content server 202, even when the data communication path 
fixing function 200c is not used, the data coaraunicstion is 
oertalnly routed through the network segment 201. Further, 
only in this case, the data communication path fixing function 
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which URL the usar has utilized. The conrrtunication records of 
the URL designating the information reaourcs outside the 
network segment 201 ore generated by a remote URL proxy 
acquiring function 200C-1 described later, The communication 
5 records have the user's terminal ID 2041, the data and time 
204a, the URL 2046, the user's transmission source if address 
204b, the user's transmission source TCP port number 204c, the 
public/private classification flag 204f , and the like recorded 
therein, The collection of the communication records is 

10 performed in the protocol hierarchy such as HTTP on the TCP/IP. 
The packet information at all the levels of Ethernet 
via the network segment 201 realised in thiB data 
communication path fixing function 200o is stored in the 
packet collection database 206 as the packet reoords by the 

15 above packet collection function 200d, and collated with the 
information in the communication record database 204 so that 
usage-baaed accounting of the communication dharge per UKI> can 
be enabled. 

Like a conventional technique, in the case where the 
20 data communication path fixing funotion 200c according to the 
present embodiment is not provided, the data communication for 
acquiring the URL (information resource) outside the network 
segment 201 from the Information communication terminal 100 
such as the portable terminal 101 or the computer 102 is not 
25 routed through the network segment 201 since the server for 
distributing contents of the URL and the portable terminal 101 
or the computer 102 are direotly communioated. Therefore, all 
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the packet records cannot be stored and it Is impossible to 
generate the accounting data. 



In order to designate and utilize the contents of the 
external content server 301 on the Internet 300 outside the 



ijnforraatlon owned by the content server 401 in the Intranet 
400 by URL, the remote URL proxy acquiring function 200C-1 
temporarily acquires the information resource specified by the 

10 URL outBide the network segment 201, and transmits it to the 
portable terminal 101 or the computer 102 at a request source. 
This remote URL proxy acquiring function 200O-1 configures 
part of the data communleatlon path fixing function 200c. 

The operation example of the remote UHL proxy acquiring 

IS function 200o -1 will be described below with reference to PIG. 
9. By way of example, it is assumed that the Web contents 
outside the network segment 201 is utilised. The URL of the 
server of the data communication path fixing function 200c is 
assumed to be "http://menu.xx.co.jp/.' In the server, the 

20 menu 500 is displayed to the user who succeeds the 

authentication. When it is desired that the user refers to 
"http.//www.yyy.com/SE2.htna", the link to the URL is set as 
"httpi//menu. xx. co.jp/agent. cgi7www.yyy.com/zsB. html' by the 
menu 500 according to the present embodiment. The portion of 

25 "agent. cgi" in this URL is the portion used in the remote URL 
proxy acquiring function 200c-l. Actually, this character 
string of "agent .cgi" is arbitrary. When the URL is 



designated In such a form, the remote URL proxy acquiring 
function ZOOo-1 acquires all the contents designated by the 
URL designated by the character string starting with a 
character following "?" and transfers the oontents to the 
5 user's portable terminal 101 or computer 102. However, when 
the links to other URLs (information resources!) are included 
in the contents, the constant fixing of the data comnunicatit 
path to the network segment 201 cannot be performed. 
Therefore, before the contents axe transmitted to the user's 



"httpi//menu.xic.oo.jp/agent,cgi?www.yyy.com/sz8,html' and 
transfer it to the user's portable terminal 101 or computer 
15 102. 

Thla remote URL proxy acquiring function 200o-l also 

record database 204. 

1-8. Address conversion in real time 

20 In order to constantly function the fact that the 

remote URL proxy acquiring function 200c- 1 is used to fix the 
data communication path so as to pass through the network 
segment 201, as shown in FIG. 9, the address conversion 
function 200o-2 for converting the address of the contents 

25 such as the URL acquired by the remote URL proxy acquiring 
function 200o-l into the above form in real time is provided 
as part of the data ccmaunloation path fixing function 200o. 
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According to the above example. In the system, the pro- 
ud portion of "https//menu. xx.co.jp/agent.cgi?" is 



200O-2 Into all the URLs outside the network segment 201 
5 displayed by the data cosmunioation path fixing function 200o. 
In other words, this address conversion funotion 200o-2 
analyzes the URL of the oontentB acquired by the remote URL 
proxy acquiring funotion 200o-l in real time, performs 
rewriting into the above URL, and returns the contents to the 

10 remote URL proxy acquiring function 2000-1 again. By way of 
example, when the links to other URLs such as 'Up. html", 
"middle, html", "lower, html", and the lixe are present in the 
acquired contents, the contents are analyzed in real time, and 
these links are detected to be written into the URLs having 

IS the forms of 

•http. //menu .xx. 00 . jp/agent . ogl7www.yyy.co. jp/Up .html" , 
"httpi//inenu.xx. co.jp/agent.cgi7wvw.yyy.co.jp/middla.html", 
and •httpi//menu.xx.co. jp/agent.ogl?w»w.yyy.oo. jp/lqwer.html. " 
Accordingly, rewriting la performed in order that all 

20 the URLs in the contents acquired by the remote URL proxy 
acquiring .function 200C-1 are routed through the network 
segment 201 so that the data oommunication path fixing 
funotion 200c can constantly funotion. 
1-9. content cache 

25 In order to provide the date conraunioation path fixing 

funotion 2000, the remote URL proxy acquiring function 20O0-I. 
and the address conversion funotion 200o-2 for more users and 
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reduce the loads while efficiently operating 
cache function 200f for temporarily Holding (caching) the 
address-converted contents is provided. When the contents are 
reutilised by other or the same user, the contents ti 
held in the cache function 200f are transferred to the ui 



The cached contents are set to be utilized when the 
;e URL proxy acquiring function 200o-l acquires the 
In other words, the remote URL proxy acquiring 
10 function 200e-i confirms presence/absence of the target 

contents in the cache function 200f at first. The contents in 
the cache function 200f or the newly acquired contents are 
transferred to the user's portable terminal 101 or computer 
102 when the contents are stored in the cache function 200f or 
15 when the contents are not stored, respectively. Accordingly, 
the reoord of utilization of the contents temporarily stored 
in the cache function 200f is also stored in the communication 
reoord database 204 by the remote UKL proxy acquiring function 



periodically updated to be matched with the original contents. 



The cache function 200f oomprlses such various functions. 
Further, in the case of the dynamic contents (for example, 
25 contents whose display state is ohanged according to the 
user's input contents into the content display screen), the 
n 200f analyzes whether or not it is the dynam: 
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the oontentB acquired In the cache function 200f are 
transferred to the user, and then tomaoiately erased. 

he above respective functions, the data 
made with the user of the information 



102 with being certainly routed through the 
segment 201 after authentication, and the data 

according to the usage purpose of the Ul 



1-10. i 

The packet records stored in the packet collection 
»se 206 and the oomnunication records stored in the 
sation record database 204 are collated to gene 
accounting information by the accounting information 



. 10. Specifically, 



both records are combined to generate the accounting records 
with the transmission source IP- address 204b (206b), the 
transmission source TCP port number 204c (206d) which are 
common portions between tha record items of the packet records 
stored in the packet collection database 206 and the record 



accounting record includes when (date ana tu»e.204a) ; who 
(terminal id 204d) utilises which URL (URL 204e), the total' 
23 packet data generated for viewing one URL (URL 204e) (total 
data sise 2061 relating to the URL 204e), publio/prlvate 

n (public/private classification flag 
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204f>, ana the like. 

The public/private classification information presents 
the contract information such as a URL list displayed in the 
menu function 200b. flag information of the DSL which has to 
be billed to the company and the URL which has to be billed to 
the individual user, designation as to whetner the data 
communication charge not being routed through the data 



billed for public or for private, and the like to the manager 
of the data accounting system according to the present 

i the user or the company (company name 203g) to 
belongs makes contract of the publio/private 



15 Further, the URL information for separately accounting the 



generates the user's accounting H 
the accounting records. Specifically, the accounting records 



both for public and for private. ThB communication charge not 
being routed through the data accounting system zoo according 
to the present embodiment cannot be classified so that the 
25 classification of the public/private classification billing of 
the communication charge is performed on the basis of the 
determined items at the contract. 
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the difference (A) between the pre-acoounting information and 
the specification information (call detail record (CDR 
S information 600)) of the data ooornunication charge f 0rm the 
portable phons and PHS company. 

The CDR information 600 is configured with the 
information such as a telephone number 601, a call 
type/apeoiflcatlon type 602, year and month of call 603, a 
10 call specification clarification/call type 6D4, the quantity 
of bytes 60S, the quantity of packets 606, a total call charge 
607, and the like. 

In other words, when it is assumed that the amount of 
data (the quantity of bytes) corresponding to the specific 
er 601 (terminal ID 204d) described in the CDR 
0 is G, the total data sise 206i relating to the 
Ined by miming the above accounting 
a by one terminal ID 204 (corresponding to the telephone 
number 601) is C, the total data sise 206i for private 
20 relating to the terminal id 2o«a is Cp, and the total data 

size 2061 for public relating to the terminal ID 204d is CJ, C 
( - Cp + CJ)<G is obtained so that A ■ G - C is obtained. 

Therefore, when an accounting data sheet 700 is created, 
the total of cp, CJ which are the summing results classified 
2S into for public and for private by being routed through the 
data accounting system 200 according to the embodiment and the 
distribution by the oontraot item of A which is the suwning 
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result obtained by not being routed therethrough is generated 
per user (terminal id 204d). and described In the public 
specification column 701 and the private specification oolumn 
702, respectively. At this tine, though not specifically 
S illustrated, in each of the public specification column 701 
ana tho private specification column 702, the specification 
information per individual URL (usage purpose) nay be added. 

Further, when the basic charge is imposed per terminal 
ID 2043 irrespective of the amount of data use, it may be 
10 added to either Cp or Cj which is the sunning result 

classified into for public and for private, alternatively may 
be proportionally billed aooording to the proportion of Cp and 
05. 

further, when this accounting data sheet 700 is created, 
15 a function of setting an arbitrary unit charge with respect to 
a specific URL (usage purpose), a function of not-accounting a 
specific URL (usage purpose), a function of assuming a 
plurality of URLs (usage purposes) as one accounting unit and 
treating the unit as a target of unit charge setting, a 
20 function of accounting the amount of information are used, 
respectively, to add the information of the cormninication 
charge and the amount of information of the URL (usage 
purpose) to the pre-accountlng information. Further, a 
reduction may be performed aooording to the total amount of Cp 
25 and CJ of the communication charges for public and for private. 
With the above accounting information generating 
function 200e, the usage-based accounting by usage purpose can 
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ba enables in the data coaiamication using the information 
network such as the Internet 300 or the like, tether, the 
public/private classification of the communication charge and 
the amount of information can be realized at the same tine. 

In the above description of the accounting information 
generating function 200e, by way Of example, there is assumed 
a case where the total number of packets of the portable 
terminal 101 such as a portable phone and a PHS is provided 
from the company In the form of data such as the COR 
Information 600 or the like, but the accounting information 
such as the accounting data sheet 700 and the like may be 
generated only by calculating with the data accounting system 
200 a< 



data accounting method and aata accounting system according to 
the present embodiment will be described with reference to 
FIGs. 3. 4, 5, 6. and 7. 

At first, in the network segment 201 of the data 
accounting system 200, the communication data passing through 
the network segment 201 is always monitored and recorded in 
the packet collection function 2004 composed of the packet 
counter 205 and the packet collection database 206 at the 
level of Ethernet. 

In this state, at an arbitrary time, when the user 
accesses the authentication function 200a of the data 
accounting system 200 via the Internet 300 by using the URL 
previously notified to the user of the information 
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communication terminal 100 via e-mail or the like (step 10, 
step 11, step 15). the Input screen of the login ID ana the 
password is displayed (step 12) . After the login ID and the 
password are input (step 13), the user authentication is 
performed for collating with the login ID and the password 
input by referring Lu the entry Of the login ID 203d and the 
agement database 203. (step 14). 
n the authentication fails, the inputting of the login id 
the password is retried for the predetermined Ujmted 
bar of times (step 16, step 17). When the retry is 

ed number of times, an error 
display indicating the fact ia performed (step 18), the 
account of the login ID is locked (step 24) to disconneot the 
line (step 25). 

When the authentication succeeds, the screen of the 
menu 500 ae Illustrated in FIG, 8 is displayed to cause the 
user to select each item (step 19). 

A determination is made as to whether or not the user- 
selected item In the menu 500 is directed for accessing the 
information resource (internal content server 202) in the 
network segment 201 (step 20). In the case of an access to 
the network segment 201, in an access path Al and an access 
path A2 shown by dashed lines in FIG. 3, the contents of the 
internal content server 202 are viewed by the user of the 

n terminal loo, and the communication 



of the contentB (UHL) of the internal a 
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server 202 (step 21). in this case, var. 
the data communication path fixing function 200c in FIG, 9 are 
not required and performed. 

On the other hand, when the user- selected item in the 



Intranet 400) outside the ni 



n path fixing 

function 200c in FIG. 9 are performed. (In the case of an 
access to the external content server 301, in an access path 
A3, an access path hi, an access path A5, and an access path 
A6 shown by dashed lines in FIG. 4. ) (in the case of an access 
to the content server 401 In the Intranet 400, in an access 
path A7. an access path AS, an access path A9, and an access 
path A10 shown by dashed lines In FIG, S.) the path control Is 
performed In order that the communication data is oertainly 
routed through the network segment 201 (step 26), and the 

n records are recorded In the communication record 
ft 204 (step 27). 
Here, in the processing of the data communication path 
fixing function 200o in step 26, as Illustrated m FIG. 7, 

f the target contents in the cache funotion 
d at first (step 26a). When cache hit occurs, 
s in the aaohe function 200f are transmitted and 
25 viewed by the user (step 2«b), and tl 



e 204 (step 
26c). 
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When the target contents are not present la the cache 
function 20 0 f, the remote URL proxy acquiring function 2000-1 
is activates (step 26d). KhU 9 a valoa oS tha ^ 
counter for managing the number of tinea of fail 0 f url proxy 
5 acquiring i H equal to or 1 

value (stop 26e), the URL proxy a 
FIG. 9 is tried (atep 26f). and suooess/fail of the a. 
is aetermlned (step 26g). when the proxy acquiring succeeds, 
after the addresB conversion function 200O-2 is activated to 
10 apply address conversion to tha contents (step 26h), the 
contents after conversion is written into the cache function 
200f (step 261). and the contents are viewed by the user via 
the cache function 200f (step 26b). When the proxy acquiring 
falls m atep 26g, the URL error counter is counted up (step 
is 26m) , and step 26d and succeeding steps are repeated. Khan 
the URL error counter exceeds the allowance value in step 26e, 
ths error message indicating that the proxy acquiring of the 
contents specified by the URL falls is displayed (step 26 j) to 
disconnect the line (step 26k) . 
20 Returning to the flow chart of FIG. 6, when the access 

to the individual URL Is ended, public/private classification 
of tha access is determined on the basis of the public/private 
classification per URL (step 22), the public/private 
classification is set in the publio/private classification 
25 flag 20« (step 23, step 28), the control returns to the 

display processing of the menu 300 in step 19, and step 19 and 
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data accounting system according to the present embodiment, 
there axa advantages in which the efficiency for aoquiring the 



processings of packet counting and the tine for counting 
processing can be reduced, and the accounting funotion oan 
' hold the high degree of freedom. 

In other words, aooording to the data accounting method 
and data accounting system of the present embodiment, In the 



type using the information network such as, for example, the 
Internet 300, it is possible to realize the usage-based 
accounting by usage purpose of the information network or 
information resource utilized from the information 



Further, in the data communication utilising tl 
information network such as the Internet 300 or the .3 



Further, It is possible to realize ' 
convenience of the user and the enterprise by use of the 
information communication terminal 100 both for public and for 
25 private, and appropriateness of charge contributions by 
clarifying the public/private classification of the usage 
charge of the Information comaunioation terminal 100 or the 
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data communication. 

Further, it Is possible to realize provision of various 
services by various unit charge settings ana the like 
according to usage purpose or data type specified by the URL 
5 or the like on the Internet 300. 

Furthermore, it is possible to grasp information on 
usage state by usage purpose by the user of the information 
comnunioatlon terminal 100 and to rea 
In the data communication service. 



10 



FIG. 11 is a block diagram showing one example of a 
configuration of the data accounting method and data 
accounting system according to another embodiment of the 
present invention, and FIG. 12 Is a flow chart showing one 
IS example of the operations thereof. 

In thl6 second embodiment. By way of example, there is 
shown the oaee of being applied to e-mail on the Internet 300. 
In other words. In this embodiment, description will be made 
with a usage purpose as e-mail. Further, description of 
20 identical portions to those In the first embodiment will be 
omitted. 

2-1. Design am 

the same qb the first ei 

2-2. Installation of hardware of e< 
25 The same as the first embodiment. 



-34- 



2-4. Authentication 
. Tha same as tha first embodiment. 
2-3, Navigation of user by menu 

Whan the authentication succeeds, the menu is displayed 
in order to restrict transmitting/receiving of e-mails in the 
computer 102 or the portable terminal 101, Whan the 
authentication fails, communication is established with the 
authentication funotion 200a to confirm that tha fail Is 
Within tha limited number of times and to causa tha user to 
retry the authentication. When the limited number of times is 
exoeeded, the fact is notified to the user to stop the use. 

Even when the e-mail address to be transmitted is 
outside the network segment 201, the data communication is 
certainly routed through the network segment 201 according to 
the present embodiment by the data communication path fixing 
function 200o. 

Further, according to the public/private classification 
information such as a previously set e-mail address or the 
like, the e-mail address is classified into for business or 
for others, whioh is recorded. 

2-6. Control of user's data conmunlcation path 

The data communication path is fixed In order that the 
e-mati communication by the user is all routed through the 
network segment 201 according to the present embodiment by 
using a remote e-mail proxy transfer function 200c-3 and an 
address conversion function 200c-4 described later of the data 
communication path fixing funotion 200o. 
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When the e-mail address 1b inside the network segment 
201 according to the present embodiment, even when the data 
communication path fixing function 200c is not used, the data 
communication is certainly routed through the network segment 
5 201 according to the present embodiment. Further, only in 
this ooae. the data ooniminlaatlon path fixing function 200o 
generates the communication records having both to whioh e- 



aation record database. The remote e-mail 
address proxy transfer function 200O-3 described later 
generates the communication records of the e-mail addresi 



d time, transmitting/receiving destination e-mail addresses, 
user's IP address, a user's TCP port number, and the like 



20 realized In this function is stored in the packet collection 



communication charge per e-mail can be enabled. 

Like the conventional technique, in the cose where this 
2S function is not provided, the data communication for 

transmitting/receiving e-mails outside the network segment 201 
to/from the portable terminal 101 and the computer 102 is not 
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routed through the network since the e-mail server and the 
portable terminal or the computer are directly cotmtunioated. 
All the packet records are not stored, and it is impossible ti 



2-7. > 

in order to utilize the e-mail address outside the 
network segment 201 according to the present embodiment, the 
remote e-mail address proxy transfer function 200c-3 
temporarily acquires the e-mail address inside the network 
segment 201 a 



200c-3 is mounted as part of the data tx 
fixing function 200c. 

With reference to FIG. 11. 
aotual remote e-mail .proxy transfer function 200o-3 will be 
shown below. By way of example, there will he assumed a case 
n outside e-mail address. It 



20 conraunicatlon path fixing function 20Oa is " aaa.bhh.oo.jp- and 
an address of the user is •ccc8aaa.bbh.co.jp'. When the user 
wants to transmit e-mail to "zzzgxxx.yyy.oo.3p", he/she 
rewrites the e-mail address into 

•zzB#xxx.yyy.oo.3p?coc8aaa.bbb. oo.jp". The portion of °?" in 
25 this e-mail address is the remote e-mail proxy transfer 
function 200c-3. Actually, the character string of "7" and 
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Buoh a manner, the remote e-mail proxy transfer function 200c- 
3 transfers the e-mail to the e-mail address designated by the 
character string before "7*. '#" is a substitute for "8*. 

This remote e-mail proxy transfer function 200c-3 also 
5 generates the communication records in the communication 
record database. 

2-8. Address conversion in real time 

Though the remote e-mail proxy transfer function 200o-3 
oan be used to fix the data communication path, in order to 
10 constantly function the function 200o-3, the remote e-mail 

proxy transfer function 2000-3 requires the address conversion 
function 2000-4 for converting to the e-mail address whlob the 
account -having user always uses in real time. 

According to the above example, in the system of the 
IS remote e-mail proxy transfer function 200O-3, the post-append 
portion of "7cccgaaa.bbb.oo.jp" is automatloally inserted and 

other words, this address conversion function 200O-4 analyses 
the arrived e-mail in real time to convert into thu e-mail 

20 address which the user always uses, and then transfers the e- 
mall. By way of example, when thB user's usual e-mail address 
is "ccoglll. 222. co. dp", the e-mail address is analyzed in 
real time, and is changed from "ooegaaa.bbb.oo.jp" into 
"cccglll.222.oo.jp" so that the e-raail is transferred. 

25 Accordingly, all the e-mails acquired in the remote e- 

mail proxy transfer function 200c- 3 are routed through the 
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address conversion function 200o-4 is part of the remote e- 
mail proxy transfer funotlon 200a-3. 
2-9. Cache of e-mail 

in order to provide the data canminication path fixing 
S funotifln 200a. the remote e-mail proxy transfer function 200o- 
3, and Uu) address conversion function 200C-4 for more users 
and to reduce tha loads while efficiently operating the 
functions, the e-mail data is oaohed, and tha cached e-mail 
data ia utilized at the same time with transmitting/receiving 
10 multiple e-mails. This ia realized by tha oaohe management 
funotlon 200C-5. The cached e-mail is transferred, and then 



2-10. < 

The same as the first embodiment. 
IS PIG. 12 is a flow chart exemplifying the entire 

operation of the a-mail transfer processing according to the 

In other words, whan tha data communication path fixing 
funotlon 200c is activated along with e-mail transferring 
20 (step 30), the remote e-mail proxy transfer function 200C-3 



r error (step 31, step 32, step 33, step 
34, step 40, step 39). When the transfer succeeds, after 
address conversion is performed by the address oonverslon 
25 function 200C-4 (step 35), presence/absence of LAN broadcast 
d (step 36). When tha LAN broadcast 
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5 is utilized (step 37J . In the cose other than the LAN 
broadcast transmission, e-mail distribution is direatly 
performed, access recording per e-mail utilization is 
performed in the data colleotion in the protocol hierarchy 
5 such as an e-mail protocol higher than the TCP/IP hierarchy to 
be stored in the communication record aataoase (step 38). It 
is identical to the first embodiment that the data collected 
in the communication record database is collated with the 
collection result in the packet collection funotion 200d for 
10 performing data collection at the level of Ethernet so that 
accounting processing per e-mail address, that is instead use 
is performed. 

According to the second embodiment, the same effects as 
the first embodiment can be obtained, and it is possible to 

15 realize accounting processing capable of publio/private 
classification including e-mail service. 

Specific description is given to the present invention 
made by the present inventor on the basis of the embodiments, 
but it goes without, saying that the present invention is not 

20 limited to the above embodiments, and may be variously 

modified without departing from the spirit of the invention. 

For example, the data accounting technique according to 
the present invention may be applied to not only the data 
communication but also a speech coding data communication 

25 system (Voice over IP system. Voice over Frame Relay system , 
or the like) using the similar method. Thus, the present 
invention can be applied to a communication system for 
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simultaneously transmitting/receiving speech ana data. 
Therefore, the publio/private classification can be performed 
for the speech call In the speech coding data communication 



According to the data accounting method of the present 
the data oanmanleation of passed-paokets- 
quantity-based accounting type, an effect can be obtained in 
Which it is possible to realize usage-baeed accounting by 



utilised from an information a 



According to the data accounting method of the present 
IS invention, an effeat can be obtained in which it is possible 
to realise various and accurate accountings according to usage 
purposes in the data communication utilizing the information 
network by the information communication terminal. 

According to the data accounting method of the present 
n effeot can bo obtained in which it is possible 



both for public and for private, and appropriateness of charge 
contributions by clarifying the publio/private classification 
2b of the usage charge of the information communication terminal 
or the data cdmnunloatlon. 

According to the data accounting method of the present 
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Invention,, an effect can be obtained In which it is possible 
to realize provision of various services by various unit 
charge settings and the lite according to usage purpose or 
data type. 

5 According to the data aocounting method of the present 

invention, an elXeot aan be obtained in which it is possible 
to grasp information on usage state by usage purpose by the 
user of the information communication terminal and to realise 
accurate marketing in the data communication service. 

10. Recording to the data accounting system of the present 

invention, in the data communication of passed-paakets- 
quantity-based accounting type, an effect can be obtained in 
which it is possible to realise usage-based accounting by 
usage purpose of information network or Information resource 

15 utilized from an information communication taiminal suoh as a 
computer or a portable terminal. 

According to the data accounting system of the present 
invention, an effect oan be obtained in which it is possible 
to realize various and accurate accountings according to usage 

20 purposes In the data communication utilizing the Information 
network by the information communication terminal. 

According to the data accounting system of the present 
invention, an effeot can be obtained in which it is possible 
to realize both improvement of convenience of the user and the 

25 enterprise by use of the information oonmunioatlon terminal 
both for public and for private, and appropriateness of charge 
contributions by clarifying the publio/private classification 
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of the usage charge of the information ooommication terminal 
or the data communication. 

According to the data accounting system of the present 
invention, an effect oan be obtained in which it is possible 
5 to realize provision of various services by various unit 
charge settings and the uxe according to usage purpose or 
data type. 

According to the data aooountiag system of the present 
invention, an effeot can be obtained in which it is possible 
10 to grasp information on usage state by usage purpose by the 
user of the information communication terminal and to realize 
accurate marketing in the data commmioation service. 
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The claims defining the invention are as follows: 



accounting according to the amount of data on an Information 



5 communication terminal, wherein first address information 
which specifies an information re source on the Information 
network and is generated when the user transmits/receives the 
data la dynamically updated so as to oontain second address 
information specifying a network segment set in the 



by being routed through the network segment', and the amount of 
data is classified and counted by a usage purpose of the data 
In the network segment so that the accounting is performed by 



Information network requested by the user is tenporarily 
acquired in the network segment, and then transferred to the 
information o 



3. A data accounting method according to claim l or 2, 
25 wherein, in e different protocol hierarchy In a coranunication 
protocol of the data in the information network, address 

ork along with the data is 



collected and collated bo that the m 



billing destination of the data Is set by the ui 
that accounting la performed. 



lain 1, 2, 3, 
s the Internet for 
transmitting/receiving the data in a TCP/IP communication, the 



6. A data accounting system for performing 

accounting according to the amount of data on an Information 
network which a user transmits/receives using an information 
communication terminal, comprising > 
20 a network segment oonneoted to the information network; 




information specifying the network segment in the information 
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t the specif io user so as to pass through the network 
ant; 

first data collection means for collecting first 



information including the amount of data about the data 
5 passing through the network segment; 

second data collection means for collecting second 
information which can specify a usage purpose by the 
individual user of the data passing through the network 




8. A data accounting system according to claim 6, 
wherein the first and second data collection means perform 
collecting of the first and second information in a different 
25 protocol hierarchy in a communication protocol of the data in 
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claim 6, wherein tha aata oomunlcatton path control means 
includes an information resource proxy acquiring function of 
temporarily acquiring tha data about an information resource 



network sequent, and Llien transferring it to trie information 
communication terminal of the user at a request source. 

10. A aata accounting system according to claim 6, 
10 wherein the information network is the Internet for 

transmitting/receiving the data In a TCP/IP communication, the 
information communication terminal is a mobile communication 
terminal or personal computer, and the aata is a packet of the 
TCP/IP oi 

15 

11. A di 

wherein the accounting information generating means seta at 
least one of an accounting unit cost and a billing destination 



12. A data accounting method acoording to claim 

1, wherein, with respeot to the first address information 
specifying the information resource, public/private 
25 classifioatlon information for classifying the usage purpose 
into a private use of the user or a business ubb in a company 
to which the user belongs is set, the amount of data is 
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separately summed and accounting is separately performed for the user and for the 
company on the basis of the public/private classification information. 

information is public/private classification information for classifying the usage 
purpose into a private use of the user or a business use in a company to which the 
nt of data is separately counted and accounting is separately 
id for the company on the basis of the public/private 



14. Adataaccoui 



ly as hereinbefore described 



with reference to accompanying figures 6 to 12. 
15. A data accounting system substan' 



Dated: 13 September 2005 



-48- 




-51- 



FIG. 8 



Select service from following menu 

> 1: Attendance book 
2: Sates report 
3: Market research 
4: Company's credit check 
5: Financial information 
6: la-house inventory 
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